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1.0 Central Credential Server

Table BasicInformation
UserID Sequence INDEX
Username varchar(20) TRIGGER – min length 6 INDEX
Password varchar(20) TRIGGER – min length 6 INDEX
GUIDO varchar(20) TRIGGER – min length 6 INDEX
PK varchar(2000) /* placeholder, really. Not used in this phase */
Modified bit /* Was this user modified by admin? Set to Yes */

/* on creation */

Table User-ID-To-Interface-ID
UserID FK to Basic Information
InterfaceID FK to Interfaces
InterfaceUser varchar(2000)

Table PastGUIDOs
GUIDO varchar(20) INDEX
DateRetired date /* Date on which GUIDO was decommissioned */

Table Interfaces
InterfaceID Sequence INDEX
Institution varchar(2000) /* Name of institution – just for admin use */
InterfaceName varchar(2000) /* Name of interface – just for admin use */
CCS bit /* Is the remote interface the CCS? */
Valid bit /* If interface is made invalid for security, bit=0 */
Key varchar(2000) /* May not be necessary… not important at first. */

/* May just use a CA. Or maybe NSF will be CA. */

Tables necessary for web interface, including:

Table groups
USERNAME VARCHAR2(20)
INSTITUTION VARCHAR2(30)
GRP VARCHAR2(50)
RID NUMBER(10) NOT NULL
CREATOR VARCHAR2(30) NOT NULL
TIMESTAMP DATE NOT NULL

Table swap
USERID VARCHAR2(30) NOT NULL
NAMESPACE VARCHAR2(50)
TAG VARCHAR2(50)
VALUE VARCHAR2(80)
DUNS VARCHAR2(7)
RID NUMBER(10) NOT NULL
CREATOR VARCHAR2(30) NOT NULL
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TIMESTAMP DATE NOT NULL

Table newticket
USERID VARCHAR2(30) NOT NULL
TICKET NUMBER(20) NOT NULL
SCREEN NUMBER(200)
TIMEOUT NUMBER(20)
IP NUMBER(20)
DUNS NUMBER(7)

2.0 Central Interface Server

Table User
UserID Sequence
CourtesyTitle varchar(2000)
FirstName varchar(2000)
MiddleName varchar(2000)
LastName varchar(2000)
Suffix varchar(2000)
InstDUNS DUNS
E-mail varchar(2000)
ContactPhone varchar(200)
AdminUser bit
Affiliated bit
Status varchar(1) /* A (active), I (inactive), D (deceased) */
Birthdate date
MomMaiden varchar(200)
HomePhone varchar(200)

Table Interfaces /* So that CIS can interface with inst's who need CIS's special info */
InterfaceID Sequence INDEX
Institution varchar(2000) /* Name of institution – just for admin use */
InterfaceName varchar(2000) /* Name of interface – just for admin use */
Valid bit /* If interface is made invalid for security, bit=0 */
Key varchar(2000) /* May not be necessary… not important at first. */

/* May just use a CA. Or maybe NSF will be CA. */

Table(s) PPF
UserID Sequence
PPF information here

Table(s) O/IPF
DUNS DUNS
OPF/IPF includes the following:

Table external_organization
EXTERNAL_ORG_ID NUMBER(7) NOT NULL
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DUNS_ID VARCHAR2(10)
IPF_CODE VARCHAR2(7)
NAME VARCHAR2(40)
ORG_CATEGORY_CODE VARCHAR2(1)
ORG_TYPE_CODE VARCHAR2(2)
I2_EXTERNAL_ORG_ID NUMBER(7)
REPL_FLAG VARCHAR2(1)
ORG_SUB_CATEGORY_CODE VARCHAR2(2)
OWNERSHIP_CONTROL_CODE VARCHAR2(2)
RID NUMBER(10) NOT NULL
CREATOR VARCHAR2(30) NOT NULL
TIMESTAMP DATE NOT NULL

Table addr
ADDR_ID NUMBER(10) NOT NULL
PERSON_ID NUMBER(10)
EXTERNAL_ORG_ID NUMBER(7)
EXTERNAL_ORG_DEPT_ID NUMBER(7)
CONGRSNL_DISTRICT_CODE VARCHAR2(2)
COUNTRY_CODE NUMBER(3)
STATE_CODE VARCHAR2(2)
COUNTY_NAME VARCHAR2(32)
CITY_NAME VARCHAR2(35)
ADDR_LINE_1 VARCHAR2(50)
ADDR_LINE_2 VARCHAR2(50)
ADDR_LINE_3 VARCHAR2(50)
ADDR_LINE_4 VARCHAR2(50)
ADDR_LINE_5 VARCHAR2(50)
ZIP VARCHAR2(9)
PHONE_NUMBER VARCHAR2(25)
PHONE_EXTENSION VARCHAR2(8)
FAX_NUMBER VARCHAR2(25)
EMAIL_ADDR VARCHAR2(80)
I2_PERSON_ADDR_SEQ_NUM NUMBER(3)
I2_EXTERNAL_ORG_ADDR_SEQ_NUM NUMBER(10)
ADDR_TYPE_CODE VARCHAR2(3)
ALTERNATE_PHONE_NUMBER VARCHAR2(25)
EFFECTIVE_DATE DATE
TERMINATION_DATE DATE
PREFERRED_ADDR VARCHAR2(1)
AGENCY_ORG_ID VARCHAR2(2)
COUNTY_CODE VARCHAR2(3)
CITY_CODE VARCHAR2(4)
RID NUMBER(10) NOT NULL
CREATOR VARCHAR2(30) NOT NULL
TIMESTAMP DATE NOT NULL

# this is a lookup table
Table congressional_district_code
CONGRSNL_DISTRICT_CODE VARCHAR2(2) NOT NULL
NAME VARCHAR2(60)
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RID NUMBER(10) NOT NULL
CREATOR VARCHAR2(30) NOT NULL
TIMESTAMP DATE NOT NULL

Table external_organization_dept
EXTERNAL_ORG_DEPT_ID NUMBER(7) NOT NULL
MAJOR_COMPONENT_CODE VARCHAR2(2) NOT NULL
MAJOR_COMPONENT_SEQ NUMBER(3)
EXTERNAL_ORG_ID NUMBER(7) NOT NULL
DEPT_CODE VARCHAR2(3) NOT NULL
MAJOR_COMPONENT_NAME VARCHAR2(74)
I2_MAJOR_COMPONENT_SEQ_NUM NUMBER(3)
DELETE_FLAG VARCHAR2(1)
RID NUMBER(10) NOT NULL
CREATOR VARCHAR2(30) NOT NULL
TIMESTAMP DATE NOT NULL

Table external_org_assur_misc
EXTERNAL_ORG_ID NUMBER(7) NOT NULL
HS_ASSUR_COMPLIANCE_NUM VARCHAR2(10)
HS_IRB_APPROVAL_DATE DATE
AS_WELFARE_ASSUR_NUMBER VARCHAR2(10)
AS_IACUC_APPROVAL_DATE DATE
INSTITUTIONAL_DEBARRMENT_ASSUR VARCHAR2(1)
LOBBYING_ASSUR VARCHAR2(1)
DRUGFREE_WORKPLACE_ASSUR VARCHAR2(1)
DELINQUENT_DEBT_ASSUR VARCHAR2(1)
RESEARCH_MISCONDUCT_ASSUR VARCHAR2(1)
CIVIL_RIGHTS_ASSUR VARCHAR2(1)
HANDICAPPED_INDIVIDUALS_ASSUR VARCHAR2(1)
SEX_DISCRIMINATION_ASSUR VARCHAR2(1)
AGE_DISCRIMINATION_ASSUR VARCHAR2(1)
CONFLICT_OF_INTEREST_ASSUR VARCHAR2(1)
FEDERAL_DEMO_PARTNERSHIP VARCHAR2(1)
IND_COST_NEGOTIATOR VARCHAR2(30)
NEGOTIATION_DATE DATE
ASSUR_JUSTIFICATION_TEXT VARCHAR2(2000)
RID NUMBER(10) NOT NULL
CREATOR VARCHAR2(30) NOT NULL
TIMESTAMP DATE NOT NULL

# this is a  lookup table
Table org_sub_category_code
ORG_SUB_CATEGORY_ID VARCHAR2(2) NOT NULL
DESCRIP VARCHAR2(40) NOT NULL
ORG_CATEGORY_CODE VARCHAR2(1) NOT NULL
RID NUMBER(10) NOT NULL
CREATOR VARCHAR2(30) NOT NULL
TIMESTAMP DATE NOT NULL

# this is a  lookup table
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Table country_code
COUNTRY_CODE NUMBER(3) NOT NULL
NIH_COUNTRY_CODE VARCHAR2(3) NOT NULL
FIPS_COUNTRY_CODE VARCHAR2(2)
NAME VARCHAR2(25)
ISO_COUNTRY_CODE VARCHAR2(3)
RID NUMBER(10) NOT NULL
CREATOR VARCHAR2(30) NOT NULL
TIMESTAMP DATE NOT NULL

# this is a  lookup table
Table organization_code
ORGANIZATION_CODE VARCHAR2(2) NOT NULL
DESCRIP VARCHAR2(74) NOT NULL
RID NUMBER(10) NOT NULL
CREATOR VARCHAR2(30) NOT NULL
TIMESTAMP DATE NOT NULL

# this is a  lookup table
Table org_sub_category_code
ORG_SUB_CATEGORY_ID VARCHAR2(2) NOT NULL
DESCRIP VARCHAR2(40) NOT NULL
ORG_CATEGORY_CODE VARCHAR2(1) NOT NULL
RID NUMBER(10) NOT NULL
CREATOR VARCHAR2(30) NOT NULL
TIMESTAMP DATE NOT NULL

Tables necessary for web interface, including:

Table groups
USERNAME VARCHAR2(20)
INSTITUTION VARCHAR2(30)
GRP VARCHAR2(50)
RID NUMBER(10) NOT NULL
CREATOR VARCHAR2(30) NOT NULL
TIMESTAMP DATE NOT NULL

Table swap
USERID VARCHAR2(30) NOT NULL
NAMESPACE VARCHAR2(50)
TAG VARCHAR2(50)
VALUE VARCHAR2(80)
DUNS VARCHAR2(7)
RID NUMBER(10) NOT NULL
CREATOR VARCHAR2(30) NOT NULL
TIMESTAMP DATE NOT NULL

Table newticket
USERID VARCHAR2(30) NOT NULL
TICKET NUMBER(20) NOT NULL
SCREEN NUMBER(200)
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TIMEOUT NUMBER(20)
IP NUMBER(20)
DUNS NUMBER(7)

3.0 Audit Server

Table InterfaceBadLog
InterfaceID Sequence
BadLogin date /* The idea is that if there are too many bad logins */

/* the CCS stops responding to the remote system */

Table InterfaceUserLog
InterfaceID Sequence
DateTime datetime
UserID Sequence /* The UserID of the GUIDO requested */

Table InterfaceLog /* Filled by triggers unless there's a better way */
InterfaceID Sequence
UserID Sequence
FieldAffected varchar(2000)
OldValue varchar(2000)
NewValue varchar(2000)

Tables necessary for web interface, including:

Table groups
USERNAME VARCHAR2(20)
INSTITUTION VARCHAR2(30)
GRP VARCHAR2(50)
RID NUMBER(10) NOT NULL
CREATOR VARCHAR2(30) NOT NULL
TIMESTAMP DATE NOT NULL

Table swap
USERID VARCHAR2(30) NOT NULL
NAMESPACE VARCHAR2(50)
TAG VARCHAR2(50)
VALUE VARCHAR2(80)
DUNS VARCHAR2(7)
RID NUMBER(10) NOT NULL
CREATOR VARCHAR2(30) NOT NULL
TIMESTAMP DATE NOT NULL

Table newticket
USERID VARCHAR2(30) NOT NULL
TICKET NUMBER(20) NOT NULL
SCREEN NUMBER(200)
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TIMEOUT NUMBER(20)
IP NUMBER(20)
DUNS NUMBER(7)


